DEPARTMENT OF DEFENSE
JOINT TASK FORCE GTMO
GUANTANAMO BAY, CUBA
APO AE 09360

REPLY 70O
ATTENTION OF

JTF-GTMO-J2 24 March 2004

MEMORANDUM FOR Al Personne! Assigned to Joint Task Force GTMO

SUBJECT: Policy Memorandum #8, Essential Elements of Friendly Information (EEFI})

1. Purpose: This memorandum prescribes the types of information within JTF-GTMO that are
sensitive and therefore will be protected. Disclosure of such information could provide our
adversaries with critical information to use against us.

2. EEFL JTF-GTMO considers the following information as EEFI, even if not classified.
Accordingly, this information shall be processed on stand alone computers or computers
connected to the SIPRNET. This information shall not be contained or transmitted on computers

connected to the NIPRNET.

a. Any information on size, disposition, strength, specific capabilities, and limitations of all
friendly units providing fires or sensors for defensive operations.

b. Detainee Operations affecting JTF-GTMO mission accomplishment.

(1) Any information pertaiming to the movement of detainees to and from
GTMO.

{2) Any information pertaining to the movement of detainees while at GTMO.

(3) Any reference to the identification of a detainee other than their Interment
Serial Number (ISN).

(4) Any reference to specific detainee interrogations.
(5} Any reference to detainee activities and detainee conversations,

{6) Any reference to a detamnee’s medical condition including, but not limited to,
medical treatment received and given, diagnoses, and status of health.

(7) Any detail (written or pictorial) concerning the construction, design, and function of
any detainee confinement facility including, but not limited to Camp Delta, Naval Station
Guantanamo Naval Brig and the Detention Hospital.
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(8} Unauthorized pictures of detainees

(9) Any pictures of coastline from Windmill Beach to Camps Delta and America
to the Cuban/American fence line.

¢. Task Force Information affecting JTF-GTMO mission accomplishment.
(1). Compiled rosters of personnel data or deployment information.
(2) JTF-GTMO Information Operations, capabilities, connectivity and passwords.

(3) Disclosure of travel information and itineraries for JTF-GTMO Commanders,
and visiting Flag and/or General Officers.

(4) Disclosure of travel information and itineraries for distinguished visttors, foreign
delegations, and members of Joint Interagency Task Force Personnel.

(5) Schedule of deployment of forces to support detainee operations.

(6) Anti-Terrorism and Force Protection measures and Rules of Engagement of ali units
assigned, attached, and/or OPCON to JTF-GTMO.

3. My point of contact for this memorandum is J2, x3432

il

JA¥ W. HOOD
Brigadier General, US Army
Commanding
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